












































































































































































































































































































































	Preface
	Objectives
	Versions
	Conventions
	Symbol conventions
	General conventions
	GUI conventions
	Keyboard operation
	Mouse operation

	Change history
	Issue 01 (2017-11-24)


	Contents
	Figures
	Tables
	1  Preparing for configurations
	1.1  Establishing configuration environment
	1.2  Logging in to Web configuration interface
	Scenario
	Configuration steps

	1.3  Learning Web configuration interface
	1.3.1  Structure of Web configuration interface
	1.3.2  Device overview
	Device Information
	System Status

	1.3.3  Common buttons

	1.4  Saving configurations
	1.5  Exiting Web configuration interface

	2  Base Config
	2.1  User
	2.1.1  Introduction
	2.1.2  User Management
	Scenario
	Configuration steps
	Configuration items

	2.1.3  Online User Information
	Scenario
	Configuration steps
	Configuration items


	2.2  Port Management
	2.2.1  Introduction
	Ethernet interface
	Auto-negotiation

	2.2.2  Port configuration
	Scenario
	Configuration steps
	Configuration items

	2.2.3  Port Statistics
	Scenario
	Configuration steps
	Configuration items


	2.3  Device Config
	2.3.1  Config Maintain
	Scenario
	Configuration steps
	Configuration items

	2.3.2  Import/Export
	Scenario
	Configuration steps
	Configuration items

	2.3.3  System Upgrade
	Scenario
	Configuration steps
	Configuration items


	2.4  SNTP
	2.4.1  Introduction
	2.4.2  Global Config
	Scenario
	Configuration steps
	Configuration items


	2.5  Clock
	2.5.1  Introduction
	Time and time zone
	DST

	2.5.2  Clock Config
	Scenario
	Configuration steps

	2.5.3  Clock Display
	Scenario
	Configuration steps



	3  Ethernet Config
	3.1  MAC
	3.1.1  Introduction
	Forwarding modes for MAC addresses
	Classification of MAC addresses

	3.1.2  Static MAC Config
	Scenario
	Configuration steps
	Configuration items

	3.1.3  MAC Global Config
	Scenario
	Configuration steps
	Configuration items

	3.1.4  MAC Learn
	Scenario
	Configuration steps
	Configuration items

	3.1.5  MAC Threshold Config
	Scenario
	Configuration steps
	Configuration items

	3.1.6  MAC Address Information
	Scenario
	Configuration steps
	Configuration items


	3.2  VLAN Config
	3.2.1  Introduction
	3.2.2  Base Config
	Scenario
	Configuration steps
	Configuration items

	3.2.3  VLAN Port Config
	Scenario
	Configuration steps
	Configuration items


	3.3  LBD
	3.3.1  Introduction
	Principle for processing loops
	Action for processing loops

	3.3.2  LBD config
	Scenario
	Configuration steps
	Configuration items

	3.3.3  Port Statistics Information
	Scenario
	Configuration steps
	Configuration items

	3.3.4  Port Vlan Statistics Information
	Scenario
	Configuration steps
	Configuration items


	3.4  Port Mirror
	3.4.1  Introduction
	3.4.2  Group Mirror Config
	Scenario
	Configuration steps
	Configuration items

	3.4.3  Port Mirror Config
	Scenario
	Configuration steps
	Configuration items

	3.4.4  Example for configuring port mirroring
	Networking requirements
	Configuration principles
	Configuration steps
	Checking results



	4  Route Config
	4.1  IP Config
	4.1.1  Introduction
	IP interface
	SNMP interface
	Loopback interface

	4.1.2  IP Config
	Scenario
	Configuration steps
	Configuration items

	4.1.3  Static Route Config
	Scenario
	Configuration steps
	Configuration items



	5  Multicast Config
	5.1  Snooping
	5.1.1  Introduction
	5.1.2  Snooping Config
	Scenario
	Configuration steps
	Configuration items


	5.2  MLD
	5.2.1  Introduction
	5.2.2  GMRP Config
	Scenario
	Configuration steps
	Configuration items



	6  Security Config
	6.1  Storm Control
	6.1.1  Introduction
	6.1.2  Port Threshold Config
	Scenario
	Configuration steps
	Configuration items


	6.2  MAC Security
	6.2.1  Introduction
	Classification of secure MAC addresses
	Processing mode for violating secure MAC address

	6.2.2  MAC Security Config
	Scenario
	Configuration steps
	Configuration items

	6.2.3  Security Mac Config
	Scenario
	Configuration steps
	Configuration items

	6.2.4  MAC Security Information
	Scenario
	Configuration steps
	Configuration items



	7  Reliability Config
	7.1  Link Aggregate
	7.1.1  Introduction
	7.1.2  Link Aggregate Group Config
	Scenario
	Configuration steps
	Configuration items

	7.1.3  Link Aggregate Config
	Scenario
	Configuration steps
	Configuration items

	7.1.4  Link Aggregate Port Config
	Scenario
	Configuration steps
	Configuration items

	7.1.5  Link Aggregate Information
	Scenario
	Configuration steps
	Configuration items

	7.1.6  Link Aggregate Packet Information
	Scenario
	Configuration steps
	Configuration items

	7.1.7  Example for configuring static LACP link aggregation
	Networking requirements
	Configuration principles
	Configuration steps
	Checking results



	8  System Management
	8.1  Log
	8.1.1  Introduction
	8.1.2  Operation Log
	Scenario
	Configuration steps
	Configuration items

	8.1.3  System Log
	Scenario
	Configuration steps
	Configuration items

	8.1.4  Log Information
	Scenario
	Configuration steps

	8.1.5  Syslog Export
	Scenario
	Configuration steps
	Configuration items


	8.2  SNMP
	8.2.1  Introduction
	Principles of SNMP
	Protocol versions
	MIB

	8.2.2  Snmp Config
	Scenario
	Configuration steps
	Configuration items

	8.2.3  Server authentication
	Scenario
	Configuration steps
	Configuration items

	8.2.4  V1/V2
	Scenario
	Configuration steps
	Configuration items

	8.2.5  V3
	Scenario
	Configuration steps
	Configuration items



	9  Appendix
	9.1  Terms
	9.2  Acronyms and abbreviations


